1671: Cyber Incident Scenario Examples
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1. Domain Name System (DNS) Server Denial of Service (DoS)
2. Worm and Distributed Denial of Service (DDoS) Agent Infestation
3. Stolen Documents
4. Compromised Database Server
5. Unknown Exfiltration
6. Unauthorized Access to Payroll Records
7. Disappearing Host
8. Telecommuting Compromise
9. Anonymous Threat
10. Peer-to-Peer File Sharing
11. Unknown Wireless Access Point


See NIST Special Publication 800-61 Revision 2 - Computer security Incident Handling Guide (Appendix A - Incident handling Scenarios) for full scenario descriptions and additional guidance.
https://csrc.nist.gov/pubs/sp/800/61/r2/final

